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For 30 years, we've helped clients discover 
new business frontiers with breakthrough 
technologies while delivering measurable 
business outcomes.

We specialize in software engineering, AI, 
machine learning, DLT/blockchain, and 
connected, scalable solutions.

We work with organizations like US 
Intelligence Agencies, mission-critical 
operations like NASA, industry disruptors like 
Bloomberg and transportation innovators 
like Class 1 Railroads.
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Unlocking Value Across Industries

75% of the value generated by Gen AI will 
be in these 4 disciplines

● Customer Operations
● Sales and Marketing
● Software Engineering
● Research and Development 
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Addressing Risks and Challenges

Recent research by McKinsey

● 33% of respondents’ 
organizations are using Gen 
AI regularly

● 40% intend to boost AI 
investment due to Gen AI 
advancements

● Less than 50% indicate their 
organizations are actively 
mitigating the risk they find 
most pertinent
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Gen AI Risks 
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RISK:
Ineffective Queries and Hallucinations

Ineffective Queries or Misuse of Prompt 
Engineering

Hallucinations: Gen AI app provides 
seemingly factual information but does not 
answer the question correctly
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MITIGATION STRATEGY: 
Ineffective Queries and Hallucinations

Adopt Best Practices: providing context, using descriptive languages, taking an 
interactive approach, etc.1
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Factual verification by Implementing verification process to cite data sources or to 
provide factual contexts4
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RISK:
Model Security and Explainability

Model Poisoning 

Backdoor Attacks

Model Evasion Attacks & 
Prompt Injection
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MITIGATION STRATEGY: 
Model Security and Explainability
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RISK:
Data Security and Privacy
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MITIGATION STRATEGY: 
Data Security and Privacy

Data 
Minimization

Data 
Anonymization

Data 
Encryption

Access
Control
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RISK:
Meeting Regulatory Compliance

Regulatory Uncertainty

Regulatory Reporting and Auditing

International Compliance
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Source: 
CISA

https://www.cisa.gov/


MITIGATION STRATEGY: 
Regulatory Compliance

New Regulations

Evolving Frameworks

Source: NIST AI 
Risk Management 
Framework © 2024 Object Computing, Inc. All rights reserved.

https://airc.nist.gov/AI_RMF_Knowledge_Base/Playbook
https://airc.nist.gov/AI_RMF_Knowledge_Base/Playbook
https://airc.nist.gov/AI_RMF_Knowledge_Base/Playbook


Gen AI Risks and Mitigation Strategies
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RECOMMENDATION:
Implementing Mitigation Strategies 

Defense-in-depth framework
Regular audits and assessments
Collaborate with trusted partners

Ask them to identify specific ways to get 
guidance immediately

● Amplify intelligence
● Accelerate insights
● Prescribe success
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Please type questions into the Chat. 

We will answer them now.
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